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Abstract Modern automobiles have electronic control units (ECUs) that control sensors and actuators.
ECUs are connected to in-vehicle networks and exchange sensors and control data using in-vehicle
network protocols, such as controller area network (CAN) protocols. These in-vehicle protocols do not
encrypt data or authenticate messages. On the other hand, an increasing number of ECUs are connected
to external networks, such as cellular networks, and these ECUs are installed in modern automobiles.
These ECUs with outward-facing interfaces provide attack surfaces to in-vehicle networks and other
ECUs. Intrusion detection systems (IDSs) that detect attacks using the physical properties of ECUs or the
physical movement of a car have been developed to protect cars from cyber attacks through these attack
surfaces. A conventional IDS exploits only sensor values. As a result, an adversary may spoof all sensor
values in the same CAN message. This paper proposes an IDS that can detect an attack even if the
transmitter of the spoofing message remains the same by tracking the correlation between control
signals and sensor values. A mathematical methodology that correlates a control command with sensor
data was developed. The detection performance of the proposed IDS was evaluated using CAN message
data collected from a real car.
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Fig. 1. ECUs are connected to CAN bus. ECUs in
orange boxes have outward-facing interfaces
whereas ECUs in gray boxes do not have
outward-facing interfaces.
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Fig. 2. Data frame of the CAN protocol is composed
of seven fields that are SOF, Arbitration, Control,
Data, CRC, ACK, and EOF. The number of bits
in Data field can variable from 1 to 8 bytes.
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Fig. 3. Masquerade attack. An adversary suspends
transmission of 0x001 from ECU A whereas
0x001 is transmitted from ECU B. ECU B
pretends ECU A.
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Fig. 4. Data falsification attack. Adversary maliciously

modifies data field of 0x001, and the transmitter
of 0x001 remains the same after the data
falsification attack is launched.
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Table 1. Control and sensor signal in Toyota Camry.
Speed-related control and sensor signals
are embedded in a CAN message.

Signal Message 1D |Bit location Nun;)liatesr of Unit
Wheel 0x0B0 0 16 km/h
speed 1
Wheel 0x0BO 16 16 km/h
speed 2
Engine 2C4 0 16 Unknown
speed
Brake 224 32 16 Unknown
pressure
Throttle 2C1 48 8 Unknown
Vehicle 610 24 8 km/h
speed
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respectively.
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Where, w denote the window size.



Controller Area Network®] HY BA A2H& A3 Ao] B AA Holg JAIAE o83 34 FA

duE

iz wold, C,,={c yip-C o 9=
{Si—wﬂv"wsz—L Si}% AHE ALt EE2 B3It
Eq. (D& ol&ste], &= Wig C,;9 S, 1 B8
S At i <wold, &old Ak L7|WE
olF7} Qleng, VLS ALISHA g=th

FARL ERL AVEE FAsk], AT Y
s "o

n

Pi

o
=] FRlgtt}. ARert A4 WelE
U, dlolE ¥Mx FZo] WP it =
E52 p7t Y=Y, old BE po] B p, 7 £t o,
olg3sto], Eq. )& AXRIL. e TSI, AF

)

o

Aol Fet YAGETE AXAY ZobA|H, FHo] T
2 ol
)
Prorm = o (3)

p
Where, p, and o, denote mean and standard

deviation of previous p values, respectively.

Aol A A AA"L 7H4 P3a vl £
£ Aol-4lA A5 #oZ grEo] A& gXgit) 71
BEo] 0Eth 3W, vH £ FTIok, 7HE o]
Ocl¥ v} E29| upE o8 HiFH&LETL AT
v £59] HIkE-2 714 o) HEstER, 7h4
Ho] FEZFS Eq. (2)9] C2 AE3Ith

Al
=

5.

13

2

201094 EQE FH2] 9] CAN HA|A] HolEE o]&
stod, AQket A &) AAH9] TA B3] H5S B4
gttt sid CAN HAIA] dlojE= tolZ & 1zE
HAE olgsto] AR CAN HAAE st
[11].

Fig. 6 EQEF 2o vl &= 9 714 HPhS 3
Z3t dAlo]t}. Table 10] 23t Azt o], vl &
9] &9+ km/holx, AAY HEE 0.010]H, QXA
2 0°]c}k. 13U, 71 R o HIEE AXIsE |
golo] Jo] F(AU: Arbitrary Unit)E AREStc). vf
L= 5YE Ao7]olA SAlEEE, FAHR = 470
o v =5 WAY 5 Atk 1Y oE Aot
Asshe 714 B9 g 34 AT 5= girk 3
o] 00| EEHAL 0, 4, 8, 1290 7FAI &2
v &of HaiA, 34 dolEE gt xEHAt

=)

19

All messages

Message filter

Generating control and
sensor arrays

le,i. Sw,i

| Correlation computer |

le

[ cusuM (cumulative Sum) |
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