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A Study of Feedback Method for Weapon System Software Defection
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Abstract As the complexity and proportion of weapon system software is rapidly increasing, various
defects are occurring in the weapon system software in operation. In addition, troop casualties will
occur due to the mission-critical nature of the weapon system and time will be needed to improve the
problem. Nevertheless, it is difficult to identify defects and perform focused development management
because the development period of the weapon system is limited, and the scope of project management
is wide. Therefore, DTaQ proposed a risk management map to enable development stage participants
to manage development risks efficiently. This paper proposes an improvement plan by applying a risk
analysis technique overlaid on the development/mass production stage to the previously proposed risk
management map. This system is expected to help secure the quality of weapon system software by
returning the analysis of software defects during operation to the development stage and using it as a

tool for risk management when developing similar systems.
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* Converttorelative scale

—4—Specifications

Fig. 1. Status of software technical data registered in
2008~2022

Table 1. Status of software technical support in

2019~2022

Year No.

2019 632

2020 1,387

2021 1,522

2022 1,346

Total 4,887
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Table 2. Software Safety Evaluation Standards and
Certification Status

Industry |International Standards Overseas Certification
Agency
. SGS, TUV-Sud, Lloyd,
Automotive 1SO 26262 NTSB
Railroad IEC 62280 UL, Lloyd, TUV, SGS,
o IEC 62279 NTSB
- ARP 4761 UL, FAA, EASA, Transport
Airline
DO-178C Canada, NTSB
IEC 60880
Nuclear IEC 62138
Power IBEE7-4.3.2 US NRC, HSE ONR
IEC 61513
MIL-STD-498
MIL-STD-882E
Defense MOD 00-55 DoD, MoD
MOD 00-56
IEC 60601
Medical IEC 62304 FDA
1SO 13606

RISK ASSESSMENT MATRIX
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Fig. 3. MIL-STD-882E Risk Assessment Matrix
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