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Abstract Recently, as cyber operations and cyber threats have increased regardless of wartime or
peacetime, the need to strengthen cyber security capabilities is increasing. In this respect, research and
development of weapon systems that utilize cyberspace is becoming important, and it is time to prepare
a method to evaluate the cyber capabilities of weapon systems. This paper proposes a system
development method that considers the security of weapon systems utilizing cyberspace. In particular,
the internationally recognized MITRE framework is applied at the weapons system development stage
(SRR, SSR, PDR/CDR, and TRR), and the tasks to be performed at each stage are presented. Through
this, security threat identification, security technology, and risk assessment are performed, and then
using the MITRE framework, attack/defense trees and scenarios for each unit module are constructed.
In addition, the cyber capabilities of the weapon system are verified through tests and evaluation based
on the configured scenario. This study is a preliminary study to develop a quality evaluation method for
weapon systems using cyberspace. By presenting new measures that have not been previously addressed,
it is believed this method can be used as a quality control measure for cyber weapon systems that will

be introduced in the mid-to-long term.
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TRA SRR SFR POR CDR TRR DT 0T MRA
Reaquirement Precedent Exploratory
Decision Study Development Sustem Development
Exploratory Sustem Test DT8E OTBE Defense
Development Development & Plan Plan Standard
Execution Execution Evaluation
Plan Plan Master
Plan
Fig. 1. Research and development step of weapon system[5]
TRA SRR SFR POR CDR TRR DT or MRA
Exploratory
Development | System Development 1
: Sustem System Software Software Software Software Software Sustem -
Requirement | Architectural | Requirement | Architectural Detailed ERnSTmilon Integration Integration
Analysis Design Analysis Design Design & Test G Test
SRR SFR SSR POR COR TRR

Fig. 2. System development step of embedded software(6]
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2.2 MITRE ATT&CK / D3FEND FRAMEWORK
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Table 1. MITRE ATT&CK Framework[8]
Category Details
Tactics - 40 Tactics are provided (Enterprise: 14, Mobile: 14, ICS: 12)
! - Represents actions according to the attack goal / Higher category for Technique
Techniques + 340 Techniques are provided (Enterprise: 196(Sub-Tech: 411), Mobile: 66(Sub-Tech: 41), ICS: 81)
14 - As a method to achieve the tactic, it specifies the results that occur through the technique
- 104 Mitigations are provided (Enterprise: 41, Mobile: 11, ICS: 52)
Mitigations - Actions that can be taken to prevent and detect attacks
- It can be applied overlapping against attacks(Technique)
-+ 138 Groups are provided
Groups - Providing information and attack techniques on publicly-named hacking groups
- Identifying hacking organizations based on main attack methods, activities, etc
Software - 740 Attack tool information are provided
- Lists basic tools and Open Source S/W included in the OS

Table 2. MITRE D3FEND Framework[8]

Category Details
- Reduce attack surfaces and emphasize limited access and monitoring
Hardening - Focus on updates and patches to reduce vulnerabilities and reflect security protocols and regulations for
authentication and access control
Detection - Focus on analyzing identified threats based on the MITRE Attack Framework
- Includes file, identifier, process and user behavior analysis and platform monitoring(Includes SIEM, MDR)
Isolation - Focus on isolating vulnerable or infected hosts
- Continuous traffic monitoring and DNS/IP filtering
.  Focus on deception across the entire IT environment, including network resources, files, users, etc
Deception . . R .
- The goal is to trick the attacker into a fake environment
Eviction - Strengthen security profiles by shutting down vulnerable and infected components
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Table 3. Example of Security Threat and Security Technology of Weapon System

Domain Component Security Threats Security Tech.
Firmware Tampering Secure Flash
Component 1 - 2 Remete Control Hacking SecOC
Weapon System
Component 2 - 3 DoS DS
Component 1 - 3 Wiretapping
Communication Component 1 - 2 False Information IPSec, TLS
System Component 2 - 4 Message Forgery and Alteration
Information Leakage UTM
Back-End . .
N/A Privilege Escalation Access Control
Infrastructure
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Table 4. Example of Security Risk Assessment of Weapon System

Domain Component Security Threats Security Risk Details Security Tech.
Firmware Tampering Secure Flash
Remete Control
Hacking SecOC

System availability is reduced due

Weapon Component 1 - 2 C Low to DoS attacks. Weapon system
System Component 2 - 3 " software is interrupted and mission

DoS I Low f b . ibl IDS
A High performance becomes impossible.
through this, Availability is greatly
damaged.
Component 1 - 3 Wiretapping
Component 1 - 2 False Information
If the communication message is
Communicat : C: High foiged' or ai;ered, the at?cker can 1PSec, TLS

ion System | Component 2 - 4 Message Forgery an I Mid og.mto't e system.an access
Alteration A Low confidential information. through

’ this, Confidentiality is greatly

damaged.
ARl what oA (1)SRR DAA AFE F71AA (3) 7I2EAZBE(PDR) / SMMAAHE(CDR)
Aol 52 913t Heb 8FARNEIAE 3 HelY] PDR(Preliminary Design Review)2 A4 A=
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Eof gt 712444 A8 AESHL, AAAAR A
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Table 5. Example of Attack Tree

MITRE ATT&CK
Level 3 Level 4 Level n Security Risk
Technique ID
Attack Tree [AM1] [AM11] [AM1n]
(AT) [AM2] [AM21] [AM2n] B C(High/Mid/Low)
MITRE - TIXXX I(High/Mid/Low)
..................... A(High/Mid/Low)
[AMm] [AMn1] [AMnm]
Table 6. Example of Defend Tree
MITRE D3FEND ATT&CK ID (ATT&CK
Level Level 4 Level
evel 3 eve! evel n v T Control Mitigation)
Name
Defend (DM1] (DM11] (DM1n] D3-ANCI
ree M1013, M1015, M1016,
©T) [DM2] [DM21] [DM2n] D3-DTP
D3-UAP | ... M1020,
................ D3-LFP M1021, M1022
[DMm] [DMn1] DMnml | e T

B E7 A< §I5te] MITRE TTPsE AL A%
W, A% 9 93} 7leE &%tk TTPs(Tactics,
Techniques, Procedures)= AEBEEZ] 34 A] &85
o AlR7IHo) g 2 A= WY 5ol &8 5 Utk
Tacticg &9t FELES @457 919t 34
of Adzkg A4 + AeH olE MEEZ(level n)
e =2 4RI Techniques 39 A &
gsl7] SRt gt 7leol ol T =9 5HY
o2 8% = Utk Procedureg Bot 7
Technique©l thsf FAIZ 34 Hatg =52 4 9L
om, Technique :==9] o192 Tyt A= HaA4
2 A2 2 A 28 5 A 53] 349 4Vl
= gol9] espdstor A8 7hsdto] weh WolEd
74 Al 8L 5 Atk

E

(4) MNEZHIMEHZEE(TRR)

TRR(Test Readiness Review)2 A|¥H7} GA =
Y A A@Ear, 0, Ag 5] AR a2l ¢
AALT 27 it W ARE AFT 5 J=AE
SRQlok= A2 AEH7F AZAE 2, AE, &gt
= Aot} 3] A[FH7} Al ARSERE TlolH, AU
2, 397 ASWH 59 HEAAS Elske dA=
£ AFolA ARbek= AtolH] 58 34h0f| tfst H7} A
U e g 744 9 HEALES HEske dAZE ™ot

g &
£ s SHER S YolEFE VWO Aol &
g 84 digh B7F AluR|eE sk AEdE 4

236
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TR AR ERE TS, 4 AREE 34 9
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2 849 I RN HE HEFCEN HAa
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SfiotA] F=Alof| gt AEE Boto] AluE]|2.9] QrEA
= SRt 53] 71944(0), 7240, 7H4E0) 24
o] 7|8¥kst CVE (Common Vulnerabilities and
Exposures) A& &oto] FdS 451y, =8
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He| = AIEE7EE 3T A AR B A A
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